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0365 configuration

The integration for Salesforce to SharePoint (OneDrive/Teams) is in the security context of the user.
To allow integration, the setup of a Connected App is required. This is to be done via the Azure setup

(not in 1 single overview as in Salesforce Setup menu & )

Go to url: https://azure.microsoft.com/en-us/account/

1) Click the Portal menu and login with your 0365 account:

B Microsoft Azure Myaccount  Portal  Christian

Manage your Azure account

Build, manage, and monitor your cloud applications—and manage your account and billing—through
the Azure portal.

Go to the portal >

Stay up to date with your account

[ P ®

Manage my subscriptions and see usage and billing. Review my support requests Create service health alerts and view service issues.

Go to cost management and billing Go to help and support Go to service health

Access your region-specific Azure accounts

- e g

Azure Government Azure Germany Azure in China
The most trusted cloud for US government agencies and A compliant, secure, isolated cloud for your mission: Reliable, flexible, and economical Azure cloud
their partners critical workloads. technologies, through 21Vianet
Sign in > J Signin > Signin >
Learn more Learn more Learn more

2) Inthe Setup, search for “App Registrations”:


https://azure.microsoft.com/en-us/account/

X app regitation

Azure services

Virtual
machines

Explore

Subscription

Tools

A Microsoft Leamn @
Learn Azure with free online
training from Microsoft

Useful links

Technical Documentation

Services

1B App registrations
AppDynamics

# App Configuration

@ App services

45> Function App

@ Application Gateways
@ Application Insights
§88 Client apps

B Enterprise applications
2] Logic Apps

Resources

No results were found,

Azure Services @

Find an Azure expert

s
Sresats Marketplace

No results were found

Documentation AIT000+ results ),

fices

aining guide
Resource Groups

No results were found

Azure mobile app
Recent Azure Updates P TR L y
Quickstart Cente & App Store Google Play

3) Create a new App Registration or select an existing one to re-use or edit:

Home > App registrations

App registrations

—+ New registration | @ Endpoints 2 Troubleshooting P Got feedback?

o Welcome to the new and improved App registrations (now Generally Available). See what's new —

A Looking to learn how it's changed from App registrations (Legacy)? Learn more
Still want to use App registrations (Legacy)? Go back and tell us why

All applications ~ Owned applications

Q_ Start typing a name or Application ID to filter these results

Display name

SharePoint-poc

a. After the creation, make sure to copy the “Application (client) ID”, this will be
required in the later setup.

4) Go to Authentication to setup the URL(‘s) from which the Connected App can connect:



Home > App registrations > SharePoint-poc

4 Create a resource “j SharePoint-poc
A Home

I [i] Delete @ Endpoints
[ Dashboard

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? —

= All services. B Overview

5 Quickstart Display name SharePoint-poc
- Application (client) ID : STISISETSUSSIN) -8296-b73b2fc5e250

registrations
i Minage Diectory (tenant) 1D : ZESSESEG—_—G—6ab-d4fab4f69ed7

B Al resources B Branding Object ID T 7 2 -6c4 706704001
§9) Resource groves D Authentication
@ App Services Certificates & secrets
> Function App

API permissions

>
i M

@ QU databases @ Expose an API m E\f o

&/ Azure Cosmos DB B Owners m B = @

A Virtual machines & Roles and administrators (Previ.

Build more powerful apps with rich user and business data
from Microsoft services and your own company’s data
&= Storage accounts sources,

Support + Troubleshooting

4 Virtual networks View API permissions

@ Troubleshooting

€ Load balancers W Monifest

» Azure Active Directory
& New support request

Moxitor Sign in users in 5 minutes
& Advisor
O Security Center
@ Cost Management + Billing Use our SDKs to sign in users and call APIs in a few steps

B s
a. Add a platform (if the platform “Web” does not exist yet)
1) Click the link “Add a platform”
2) Click the button “Web”

egistrations > Salesforce Configure platforms x
3 Salesforce | Authentication =

Web applications
B Search (ctl=f) « B s D ot fesdback?

B siaiepoge spicaion

B Ovenview )
Platform configurations and deploy  web server Configure brev = and
& Quickstart NET,Java. Python progrestive web 3 ot
, Depending on the platéorm or device this application is targeling, additional configuration may be required such as
#' integration assistant rediect URls, specific authentication sattings, or ids specific 1o the platiorm,
Manage + adda platterm o
Fp— Mobile and desktop applications
D authentication . 105/ mac0$ il ndoia
. A\ NOTE You have implicit grant and/or logout URI settings set without any Web or SPA redirect URls registered. You ™
Certificates & secrats shank] nemove thete settiogs o regisher e appecpeiae radirect URL Objecive-C, Swift Xamarin Java, Ketln, Xamarn
I Token configuraion
& AP permissions Front-channel logout URL
@ exposz an a9 This is where we send a request 1o have the application clear the user's session data. This is required for single sign-cut 1o
Expose wark sorectly. F] Motibs sad deskaop
2 app roles | Preview - applicatians

sl loT & Limited-
105 = Andraid

I Owners

& Aoles and administrators | Preview Implicit grant and hybrid flows

Request & token directly from the authoriz
doesn't use the authorzation code flow
For ASP.NET Coré web 3pps and other web

tion endpoit. f the application has 3 single-page architecture (sPA) and
it invokes a web AP via JavaScript, select both access tokens and 1D tokens.
that use hybrid authentication, select oaly 1D tokens. Leaen more.

m v

Support + Troubleshooting
Salect the tokens you would i 12 be issued by the autharization endpoint

Treublesheating
& Troubleshosting [T] access tokens fused for implicit Aiows)

& New support request 1B 10 tokens (used for impiicit 2nd hybrid flows)

[on

. Add a Redirect URI.
For every Sandbox and PROD environment you want to allow access for, create a
new Redirect URL of type “Web” and use the following URL you will find in your
SFDC under the tab “Collaboration Butler Admin”:

[T - p——— *[- I &=

PDF Butler  Getswnes OatSoumes v DocConfigs v FufButierAdmin  POFBuver®acks v Oppomuniies v BIUNINGS v CoNGbOrGonuerAd. v X ’

Collaboration Butler Admin

Application details

[ “ https://cadmustest-dev-ed--cadmus-una.eul? visual force.com/apex/cadmus_una__oauthpopupcallback

Ammmmmmlqmwum

Redirect Url: https:/

admustest-dev-ed--cadmus-una.eul7 visual force com /apex/cadmus_una__oauthpopupcallback




c. Foranew Platform, add the Redirect URI immediately after clicking the “Web”
button

ne > App regishlitions > Salesforce Configure Web
3 Salesforce | Authentication =
il platforms

Search (Ctrl+, & & Got teadback?

Redirect URIs

Platform configurations

nre
a5 reply URLS. Leam

iguration may be required sich as

# integration assistant

Manage

A\ NOTE:
should

Frant-channel logout URL

This is where we send a request to have the application ciear the user's session data. This s required for single sign-out to

pr.com/logout

Jes andl administrators | Preview Implicit grant and hybrid f
m
Or when the Platform web already exists:

_3 SharePoint-poc - Authentication
Blsave X Discard 2 Tiy out the new experience Q Got feedback

B Overview

Redirect Ul
The URs that we will a0
carn more about adding s

$ ouidsan < destinations when retuming authenticarion responses (tokens) after successfully authenticating users. Aso referred 0.2 repy URLS.
g for wet e and desktop dien
Manage

= Branding Type Redirect URI

D Authentication Web https://localhost9797/0auth htmi
Certificates & secrets Web https: i lightning for /OAuthPopupCaliback
& APl permissions Web itps//pdfbutier-dev-cbal-dev-ed lightning force. comlightning/n/cadmus_core_VF_Get_Sta
@ Expose an API Web butler-dev-cbal-dev-ed lightning force.com 8
. Owners Web 1
& Roles and administrators (Previ Web )
[ https://cadmustest-dev-ed-cadmus-una.eul7 visual force.com/apex/cadmus_una__oauthpopupcallback
MW Manifest Web
Web | [[o. tps/myapp.com/auth
Support +

& Troubleshooting

Suggested Redirect URIS for public clients (mobile, desktop)

If you are using the Microsoft Authentication Library (MSAL) o the Active Directory Authentication Library (ADAL) to build applications for
desktop or mobile devices, you may select from the suggested Redirect URIs below or enter a custom redirect URI above. For more
information, refer to the library documentation.

B New support request

B msaissastas-6d69-4340 MsaLony) )
O ntips/to dient D)

Advanced settings

Logout URL D [ eg. httpsy/myapp com/logout

Implicit grant

5) Choose Single or Multi-tenant, this is on the same Authentication page
As described in the options, if you want only users in your organisation, choose Single
Tenant. Otherwise choose Multitenant:

Supported account types

Whao can use this application or access this API?

@ Accounts in this organizational directory only (CloudCrossing only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

6) Next, create a new secret has to be created. Best to set the Expiry to your company’s best
practices, easiest is to set it to “Never” then you cannot have that this expires.



g
Home > App registrations > Salesforce

Salesforce | Certificates & secrets =

£ Search (Ctrl+/) « O Got feedback?

H overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart

& Integration assistant

Certificates
Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
B sranding
2 Authentication T Upload certificate
Certificates & secrets o Thumbprint Start date Expires D
{11 Token configurstion No certificates have been added for this application.

API permissions

B
& Expose an AP

&8 App roles | Preview Client secrets
¥ owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators | Preview
+ New client secret
| Manifest

Description Expires Value ]
Support + Troubleshooting

Mo client secrets have been created for this application.
& Troubleshooting

& New support request

Make sure you copy the secret immediately or do not move away from this page. You
cannot copy the secret anymore afterwards. That would mean you will have to create a new
secret.

Micrasoft

P2 Resources, services en documenten zosken (G+/)

Startpagina Sharescint-poc | Centificaten n geheimen
<h o en . # X
5 Zosken i+ « | Een clientgeheim toevoegen
B overzicht
Beschrijving
$ s [Porsuie
Beheren Verloopt op
a
B Huisstil ) Naéénjaar
5 O natwes jasr
verificatie @ oo
Certificaten en geheimen
111 Tokanconfigurstie (previaw)
Annbsren

APtmachtigngen
Clientgeheimen

-
@ cen AP baschikbaar maken
= Een geheime tekenreeks die de toepassing gebruikt om zijn identiteit aan te tonen bij het aanvragen van een token. Deze tekenresks wordt cok wel het

Sgenaren totpassingswachtincard genoema
& Rollen en behesscers (ereview) [ Nieaw clwigenaim
W Manifest Beschuijving Verloopt op Waarde
Ondersteuning en for collab dev 17-3-2022 5}
problsemoplossing
& eroblesmaplossing
& Nieuwe ondersteuningsaanviaag
Make sure to copy the Secret value, not the ID:
Client secrets
A secret string that the application uses to prove its identity whel eferred to as application password.
New client secret
Description Expires Value Secret ID
6/14/2023 ~Bym——— b22e87: 1b58e08cbs T

12/31/2299 JLgrmrR R 4451711 28e61esbds [



7) Locate your Application ID
1) Go to “Overview” on the App Registration

2) Copy the Application (Client) ID

e e e

Home > App registrations >

=

|/’3 search (Ctrl+/) ‘ «

| B overview

£ Quickstart

# ntegration assistant

Manage

B Eranding

3 Authentication

Certificates & secrets

Il Token configuration

e ¢

]

Cwners

M Manifest

API permissions
Expose an AP

App roles | Preview

Roles and administrators | Preview

Support + Troubleshooting

P T TR P R S

[ pelete & endpoints [E Preview festures

. Essentials

Copy to clipboard

Display name

Application (client) ID : fesez2s0 By

Directory (tenant) 1D
Object ID : i7040b1

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Call APIs

.@ il <
® . R

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

View APl permissions

v s

8) Locate your Tenant ID, In Azure Portal
1) Search for “Tenant properties”

A Propertes - Maneash hnure

X A Seaneboimpac - Micrsssh Az % | 4

€« C @ portalazrecom

Microsaft Azure F

Properties

Tenant properties

2) Find you Tenant ID, you will need it in the Salesforce

Tenart peoped o
Services Marketplace
E— Noesus wis found
- TH— Decumenation

Resources

No results were found.

Rasource Groups

Mo results wers faund,

b Ty searching in Azure Acive Directory

Tenant 10

24

— e

ol

Techevcal contact

Bpdibutier com

Global privacy contact

Privacy siatement URL

Access management for Azure resources

pafoutler.com) can Manage scosss to all AZure subsariptions and

managemEnt groups

9) Set APl permissions:

The below shows the recommended settings for COLLABORATION Butler:



e

Home > App registrations > SharePoint-poc

- SharePoint-poc | APl permissions  #

Overview @ Successfully granted admin consent for the requested permissions.

Quickstart

# Integration assistant X L
Configured permissions

Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

& Branding & properties

3 Authentication t= Add a permission /' Grant admin consent for CloudCrossing
Certificates & secrets API / Permissions name Type Description Admin consent requ... Status

ill' Token configuration ~ Micrasoft Graph (11)

& API permissions Channel.Create Delegated  Create channels Yes @ Granted

& Expose an API ChannelMember.ReadWrite All  Delegated  Add and remove members from channels Yes @ CGranted

L App roles ChannelSettings.Read.All Delegated  Read the names, descriptions, and settings of channels Yes @ Granted

43 Owners Chat.ReadWrite Delegated  Read and write user chat messages No @ Granted

d. Roles and administrators Files.ReadWrite.All Delegated  Have full access to all files user can access No @ Granted

Manifest Mail. Send Delegated  Send mail a5 3 user No @ Granted

Support + Troubleshooting Sites ReadWrite.All Delegated  Edit or delete items in all site collections No @ Granted

2 Troubleshooting Team.Create Delegated  Create teams No @ Granted

& New support request TeamMember.ReadWrite All Delegated  Add and remove members from teams Yes @ Granted
User.Invite All Delegated  Invite guest users to the organization Yes @ Granted
User.Read Delegated  Sign in and read user profile No @ Granted

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,

- User.Read: Mandatory to use all functionalities of the COLLABORATION Butler component

- Files.ReadWrite.All: Mandatory to use all functionalities of the COLLABORATION Butler
component

- Sites.ReadWrite.All: Mandatory to use all functionalities of the COLLABORATION Butler
component

- Chat.ReadWrite: Optional, only required if you will use the MS Teams chat integration

- Mail.Send: Optional, only required if you will use the 0365 mail integration

- User.Invite.All: Optional, only required if you want to invite 0365 Guest users

- MS Teams (Team/Channel) Integration: Optional, only required if you use Team/Channel

b. Channel.Create:

ChannelMember.ReadWrite.All:

ChannelSettings.Read.All:

Team.Create:

TeamMember.ReadWrite.All:

S0 a0



SFDC

The COLLABORATION Butler managed package is dependent on the PDF Butler managed package for
installation. After install, COLLABORATION Butler can exist independently if PDF Butler is not

required. Of course, combining PDF Butler and COLLABORATION Butler makes your Salesforce even
more powerful!

Permission sets

- Assign the “Collaboration Butler Admin” to all who requires Admin rights
- Assign the “Collaboration Butler User” to all who requires User rights

Register settings
- Open the tab “Collaboration Butler Admin”

- Enter the Application ID, the Application Secret and the Tenant ID from the 0365 setup
- Options in Configuration:
o Allow Mail Send: Optional, only if you want to sent 0365 emails via SFDC
o Allow Chat ReadWrite: Optional, only if you want to sent Teams Chat messages via
SFDC
o Allow Team Management: Optional, only if you want to manage Teams, Channels
and Members via SFDC
o Allow Invite: Optional, only if you want to invite 0365 users via SFDC

ﬂ I Q, Search.. ]
BUTLER

z2¢  PDF Butler Get Started ~ Data Sources w Doc Configs s  PdfButler Admin  PDF Butler Packs ~  * Collaboration Butler Admin ~ X

I Collaboration Butler Admin

SharePoint Application details
-

*Application ID * Application secret *Tenant ID

| 9 | @ | )

[ Allow Mail Send
[J Allow Chat ReadWrite
[] Allow Team Management

[ Allow Invite

Save configuration

Redirect URL: https://cadmuscollab-dev-ed--cadmus-una.vf force.com/apex/cadmus_una_ oauthpopupcallback

- After setting up, click “Save configuration”



P v] @ S REYL-

211 PDFButler  GetStaned DataSources v DocConfigs ~  POTBUler AQMin  PDF BubErPacks ~  Cpportunites ~  Batcninfos ~  ° CONGDOMton BulerAZ. v X #

Collaboration Butler Admin

Application details

Redirect Url: https://cadmustest-dev-ed-—-cadmus-una.eul? visual force.com/apex fcadmus_una__oauthpopupcallback

- Remember, the first time, the user still has to do the login! So the security sits an multiple
levels and all runs in the context of the user’s 0365 permissions.



Salesforce.com configuration
1) Dragthe COLLABORATION Butler component onto the page layout
1) Choose the correct component for 0365

2) Position it where required, it can be anywhere on your Page Layout
3) Configure it as described below

@ #=e
D e
& ~
() rew
& Ree
& s«
m - Allow s
h .
B v
10KNTA

v custon PDF Butler Document

°
n TEMPLATE FoRMAT
B ror Got Thurmboails U

°

Products (3+)

<
£-3 o
EUR 5.000,00
P
0 °
PDF EUR10000000

2) Configuration

We will configure the URL to our Document Library in SharePoint. You can just copy/paste

the URL to the Site and Document Library fro

m the browser.

o526 COLLABORATIONTEST%2FShared¥20D0cumentsX%2FiouTubedizbCustomens®2.. B8 % © @ @ <~ @ 0 ™ % ap §

Iy C @ [flolacrossingaitamation.sharepoint.com s tes /COLLABDRATIONTES T/ Shared ea0D0e0m L

£ Search this library

COLLABORATIONTEST . Foowg

Home B R 7 Upca - Editingridview 1 Share @ Copylink I3 Sync L+ Download 1 Add shortcutto OneDrive il Exportto Excal @ Power Apps

Documents » [YouTube > Customers > Burlington Textiles Corp of America > Opportunities > Burlington Textiles Weaving Plant Generator
O N

Shared with us O Modified Modified By Add column

Drag files here

COLLABORATION Butler Lightning Component

If you will use mergefields in the component as explained below, the Salesforce
fields used must be on the Page Layout! This is a Salesforce limitation, if the fields
are not on the page layout, the component cannot use them!

o If you do not use a Page Layout in Lightning but use Field Sections and Fields in the

Lightning App Builder, we cannot use these fields unfortunately. You will still have
to add a small Page Layout with the fields used in the mergefields. This is a
Salesforce limitation and Salesforce will update the functionality in the coming
releases so that from the COLLABORATION Butler component we can use the
fields from the Field Sections.




a. Site Library URL:

Use the URL from the Site and document library in SharePoint. Make sure

only to copy the part as shown above. In our example:
https://cloudcrossingautomation.sharepoint.com/sites/COLLABORATIONTEST/Shared Documents

IlMake sure to replace any “%20” that might be in the URL by a space
This link can be made completely dynamic with mergefields for the Site and
the Document Library

b. Path to directory: dynamic path to the directory. This can also consist of a static and

a dynamic part. In the example above, we control the path to the folder via a static
part and a formula field. The full config is
/YouTube/Customers/[[!Save_To_Path__ c!]]

“/YouTube/Customers/” => a static part of the folder structure within the
Document Library. This part is not required if you have the full path in the
dynamic part.

[['Save_To_Path__c!]] => a dynamic part identified by the mergefield this
has to start with “[[!” and end with “!]]”. In between is this the APl name of
the field that controls the path. “Save_To_Path__ c” is the APl name of the
field that is on the page layout shown above (see label “Save To Path”). This
part is not required if you have the full path in the static part.

IH1The field must be on the Page Layout

c. Both the “Site Library URL” and “Path to directory” can have multiple mergefields




